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' / ^ . * - • 

In inviting me to address the staff and students of the Senior School 

■ ‘ - - - 

***’ - - 

t ' 

of the Marine Corps oh the subject of "Communications Intelligence and 

' * L 1 

Communication Security* 1 I assume that General Twining* s objective is to make 

* - <• i- . - 

you aware of the role that these two branches of the science of cryptology 
have played in the past and can in the future again play as a vital military 

J t r ■* 

Veapon . 

i - # • - * 

4 ■ 

. *» . ' ' , 1 

Soon after the close of World War II, the commandants of our Various 

service schools began to ask the cryptologic agencies of the Armed Farces far 

* ■» 

lecturers to tell their student officers something about our cryptologic 

*■# 

activities during the war. There was at first serious question as to the 

41 4 ,*»• ’ v v ' 

■ - > i 

a&visability of lifting the security veil sufficiently to permit discussion of 

/ * ( ' . , . , 

■ . , i 

* , » • , • 

the subject, but In time an affirmative decision was made. The official views 

e . 

' *r , < ... j 

of the Naval War College on the matter were stated in a letter dated 5 February' 



1946, from the then President of the College, Admiral B, A. Spruance, to the 

x s • u . *• 

l ■ ■ r ( ■ s 

Chief of Naval Communications, Admiral £. 35. Stone. In commenting upon the fine 

* - ' t * . 

presentation made by a certain speaker. Admiral Spruance said) 

* . 5 , 

i * \ 

”His treatment of the subject matter emphasised the value of 

communication intelligence to naval commanders, the vital importance of 

* ’ '• • . - 
* . 4 

maintaining the security of our own communication intelligence activities, 
end the necessity for observing the principles of communication security 
? * in defense against enemy communication Intelligence. I consider that the 

• r 

- ‘ value to be derived from the Indoctrination of senior officers of the Navy 

In these principles far outweighs any possible loss of security resulting 

from a partial revelation of our activities in the past war, particularly 
. ' ' ' 
in view of the disclosures vhlch have been made in the press . 
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*Xt appears axiomatic that the full benefit of communication intelli- 
gence can be obtained only when all senior officers realise it* poten- 

r r 

tialitiei tea* winning and losing battles add wars, and when their actions 
•ft t e m p ered by complete knowledge of the elements of communication 
intelligence, rather than by incomplete and inaccurate information obtained 
through the channels of gossip." 

t 

* « 

* By talk being divided into three period, I will give you first some of the 

*■ 

*\ 1 ^ *• 

historical background of cryptology. Next will come a presentation at the 

& 

— Pff***- and the apparatus whereby Communication Security, or for short, COMSEC, 
la established and maintained j and finally will cone a presentation of the basic 

i 

principles, procedures, machinery, and organisation whereby Communications 
Intelligence, or, for Short, COUNT or SX02NT, in British terminology, is 
obtained, hew it may be properly used and safeguarded, and Its unrivalled 

\ f ** 

Utility as an Intelligence weapon in the conduct of modern warfare. 

First, then, "for historical background . 

* 

X opened ay remarks by referring to the science of cryptology as a vital 

t - 

i 

military weapon, but it has not always been regarded as a weapon, let alone a 

*■ 

vital weapon. 'X am here r em i n ded at this point of a story that 1 came across 

t 

la an odd boctk on cryptology, a story which is probably apocryphal but which 



X give for what it may be worth. 
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lived 

It imm that about two thousand year* ago tbara mm a Persian queen named 

irtilBI iM— inis Seairaai^ tad vho took an interest in cryptology.,, • Whether it 

for reasons 

was because of that interest or /other unnatural ( Ssawk— , such as 



curiosity about what people call secrets , the record doesn't say, but anyhow 

it was reported that she net an untlnsly death. Presumably she want to Heaven, 

she that 



or perhaps to the other place, but 



left Instructions 



were to he placed in a golden sarcophagus within 

xmf her earthly remains^ thepebetlti^ue hee an imposing aausoleua 



oa the outside of 



which, 



cm its front wall. 



to he saying: 

there vas/canred a aesaage, Ahtasrito 



Stay, weary traveller! 

If thou art footsore, hungry, or in need of money- 

Unlock the riddle of the cipher graven below- 

And you will be led to riches beyond ell dramas of avarice! 

and 

Below this curious message was a cryptogram thnsnaaqi idawhxrtSKyas 



^Htelinihad iifchsi for several hundred years the possibility of sudden wealth 

to many 

served as a lure ts—lln tbs experts who tried their bends at deciphering the 



message, Th6y. verG.eld without success, until one day along cane a long-haired, 



be -whiskered , and bespectacled savant vho, after working at the project for a 



considerable length of tlae, solved the cipher. It gave him detailed instructions 



for finding a secret entry into the tosh. When he got lnsldq be found an ins true 



tioa to open the sarcophagus, but he had to solve another ass sage in order to do 



so. Possibly it Involved finding the correct combination to a 5 -tumbler lock! 



Well, be solved that one too, after a lot of work, and this enabled him to open 
the sarcophagus, in vhich be found a boot. In the box was a message in plain 
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language, and this la vhat is aaldi 

Of thou vila and Insatiable monster! To disturb these poor bones! 

If thou bed* at learned a one thing more useful then the art of 
deciphering, 

Thou would' st not be footsore, hungry, or in need of money! 

Many tines in the course of the past forty years I've had occasion to 
uish that Z knew the old gal's address so that Z could write her, as a first 
Indorsement to her basic coonunication, the single ward "Concur." 

This being a TCP SSCBST lecture it will appear a bit incongruous that X 
should begin by reading from a source which you'll all recognise—' MMB megasine. 
I'll read frets the 17 December 194-5 issue end I trill preface the reading by 
rewinding you that by that date the war was all over— or at least V-B and V-J 
days had been celebrated sons snathe before. You'll remember the loud clamor 
an the pert of certain vociferous members of Congress who had for years been 
Insisting upon learning end disclosing to the people of the United States the 
reasons why we had been caught by surprise in such a disastrous defeat as the 
Japanese had Inflicted upon us at Fsarl. This clamor had to be met; the matter 
could not longer the hushed up, they contended, by the need for Military secrecy. 
There had been and still were investigations—*, half dosen or more of them — and 
now there was to be a grand finale Joint Congressional Investigation into the 
Attach on Bsarl Harbor. Zt was this investigation which not only Itself brought 
Into the open every detail a ad exhibit uncovered by 

-A- 
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9tt6Nrita4x4ilxlt« own lengthy Investigation and hearings tut, it also disclosed 
to America and to the whole world everything that bad been said and shown at 
all the previous Amy and Havy investigations— about a half dozen of them. 

There earns a day in the Congressional Searings when dwmmadnf uwre '<*g 

the of the 5-star General George C. Marshall, 

*m~M**a^ Chief of Staff / U.S. Amy at the time of the Pearl Harbor Attack,/was 

called to the witness stand. He testified far several long, long days. Toward 

the end of the ordeal he was questioned about a letter it had been rumored he'd 

written to Governor Dewey in the Autumn of 1944, during the Presidential 

long and 

Campaign. General Marshall balked. He pleaded /most earnestly with the Committee 

nob to farce him to discloee the letter or its contents, but to no avail. He 

majority of the 

had to bow to the will of the/ Committee . i now read: 

'U.S. citizens discovered last week that perhaps their most potent 
secret weapon of World War II was not radar, not the YT fuse, not the 
atom boob, but a beamless little machine which cryptographers pains- 
takingly constructed in a hidden room in Fort Washington. With this 
machine, built after years of trial and error, of inference and deduction, 
cryptographers have duplicated the decoding devices used in Tokyo. 

Testimony before the Pearl Harbor Committee had already shown that the 
m a chine known as 'Magic' was in use long before December 7, 1941, had 
given ample warning of the Japs' sneak attack if only U.8. brass hats had 
been smart enough to realise it (TIME - Dec. If). How General Mars hall 
continued the story of "Magic's" magic. It had: 

- 5 - 
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"Sullied a relatively snail U.S. force to intercept a Jap invasion 
fleet, via a decisive victory in the Battle of the Coral Sea, thus saving 
Australia and B«v Zealand. 

"Given the U.S. full advance inf or nation on the sixe of the Jap 
forces advancing on Midway, enabled the Navy to concentrate ships which 
otherwise sight have been 3, i ft ft miles away, thus set up an ambush which 
proved to be the turning-point victory of the Pacific war. 

'Directed U.S. submarines unerringly to the sea lanes where Japanese 
convoys would be passing. 

'fly decoding massages from Japan's Ambassador Oshlma in Berlin, often 
reporting interviews with Hitler, given our farces invaluable information 
on German war plans . " 

And then TIME goee aa to give more details of that story. Ve shall return to 
It later in this talk. 

It Is hardly necessary to tell you how carefully Magic was guarded before, 

very 

during, and after the war. It is stUUj/ carefully guarded. Even the fact of 
its existence was known to only a very few persons at the time of Pearl Harbor — 
that is an Important element in any attempt to explain why we were caught in 
such a devesting surprise attack. Let me read you a bit from page 26l of 
the Report of the Majority in the Joint Congressional Investigation of the 
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"The Magic Intelligence van pare -eminently Important and the necessity 
for keeping It confidential cannot he overestimated. However, so closely 
held and top secret vas this Intelligence that it appears the fact the 
Japanese codes had been broken vas regarded as of more Importance than the 
information obtained from decoded traffic . " 

THOU says, in connection with this phase of the story of Magic during 
World War lit 

"So priceless a possession vas Magic that the U.S. high command 
lived in constant fear that the Japs would discover the secret, change 
their code machinery, force U.S. cryptographers to start all over again . n 

Wow X don't want to seam to over -emphasise the importance of COMIST in 

the Pearl Harbor affair but X think it warranted to read you what the Majority 

said about it in its Report. The following comes from p. 232* 

"... all witnesses familiar with MAGIC material throughout the 

war have testified that it contributed enormously to the defeat of the 

enemy, greatly shortened the war, and saved many thousands of lives." 

General Chamberlin, who vas MacArthur's G-3 throughout the var in the 

Pacific, has written* "The information 0-2 gave 0-3 in the Pacific Theater 

alone saved tie many thousands of lives and shortened the var by no less than 

two years. " X hardly need say that ve can't put a dollar -and -cents value of 

COMXHT in the saving of lives; but ve can sake an estimate of what CGMXRT meant 

in the way of shortening the war by two years means. X made a calculation and 

found that $1.00 spent for COMXHT is worth $1,000 spent for other activities 

and materials. 
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2ft short, when our commanders bad COHUET in World War XX they were able 
to put what •■all force* they had at the right place, at the right time. But 
when they didn't hare it— and this happened several times— their force* often 
took a heating* Later on we'll note instance* of each type. 

X hope I've not tried your patience by such a lengthy preface to the 
real substance of ay talk, so let's get down to brass tacks, and since a bit 
of history Is always useful in Introducing a subject belonging to ft special 
sad not-to-we 11 -known field. I'll begin by giving you some historical information 
about cryptology, which comprises two related sciences, that of cryptography, 
and the other of cryptanalysis. They are but opposite faces of the same coin, 
for progress In one Inevitably leads to progress in the other. 

If thse permitted we could go far back into history to see the earliest 
beginning* of secret communications and this might take us to the very dawn 
of the art of writing because there is room to wonder which cams first, ordinary, 
intelligible writing or unintelligible, that is, secret writing. Instances of 
cipher are found in the Bible, far instance, and we now know that soon of the 
ancient Egyptian hieroglyphic writing was sometime* enciphered. But we must 
quickly pass over the history of the early days of cryptology with the fore- 
going brief mention. There is, however, one item in that history which is worthy 
of special notice, the scytale, which is the earliest cipher device history 
records and which was used by the ancient Lacedemonians or Greeks . They bad a 
(2) wooden cylinder of specific dimensions, around which they wrapped spirally a 
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piece of parchment; they then wrote the message across the edges of the parchment, 
unround it, and sent it to Its destination, where the recipient would wind the 
- - parchment around an identlcally-dinensioned byllader, and thus bring together 

properly the hits of letters representing the message. This diagram, incidentally, 
la not correct. The writing was done along the edges of the parchment, as X said 
before, and not aa shown in this picture. And, by the way, the baton which the 
European field marshal still carries as one of the insignia of his high office 
derives from this very instrument. 

Caesar, of course, is well fcncnm in history to have used cryptography— 
a very simple method, obviously, because all he did was to replace each letter 
by tba one that was fourth from It in the alphabet. Cicero was one of the 
inventors of what is now called shorthand. Be had a slave by the name of Tiro 
who wrote for Cicero his records and so on, in shorthand or Tlronean notes, as 
they are called. 

The begi nnin gs of modern cryptology can be traced back to the days of the 
early years of the 15th Century, when the science was extensively employed by 
(fc.19) the princes and chanceries in the Papal states, about 1*1-01. X show next an 

alphabet of that period which is interesting merely because it shows that in those 
early days they already had a recognition of the basic weakness of what we c all 
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• ingle or moaoalpbabetlc substitution. Solution of this type of cipher, aa you 

all fco ov, is accomplished by using data based upon frequencies, I don't have 

to go into that because all of you, at seme tine or other, have read "The Gold 

Bug", and understand that sort of analysis. But this slide shows that the early 

Italian cryptographers introduced a method of disturbing the normal frequencies, 

by having the high-frequency letters represented by more than a single character, 

I vill add that the earliest tract that the world possesses on the subject of 

cryptography, at tat that matter, cryptanalysis, is that which was written in 

147*1- by a Beapolitan, whose name was Sicco Slmooetta. fie sets forth the 

principles and methods of solving ciphers — simple ciphers no doubt, but he 

describes them and their solution in a very clear and concise form. The first 

booh or extensive treatise on cryptography is that by a German abbot named 

(245 .2)Trithemiu* , who wrote his monumental work in 1531. He planned to write four 

volumes, but he quit with the third one because he wrote so obscurely and msde 

such fantastic claims that he got charged with being in league with the Devil. 

They burned his books, as a matter of fact. This may be a good place to present 

(151) a slide which shewn that the necessity for secrecy in this business was recognised 

(Ska) 

from the very earliest days of cryptology. 

We are going to jump a ways now to some examples from the mere recent 

(3*5) history. This slide shows a cipher alphabet and system used by Mary, Queen of 

Scots, in the period 154?, cat thereabouts . There was aa Italian cryptographer 

whose name was Porta and who wrote a book, published in 1563, in which he showed 

certain types of alphabets that have coma down in history and ere known now as 

- 10 - 
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(6) Part*'* Alphabets . Sere's an example of tbs Porta Table, slewing one alphabet 
with hey letters A or B, another alphabet with hey letters C or 0, end so on. 

I don't want to go into exactly how those hey letters are used, but it is 
sufficient to say that even to this day cryptograms using the Porta alphabets 
are occasionally encountered. Incidentally, Porta was quite a fellow. There 
are lots of people who refer to his book but have never read it. I took the 
trouble to have it translated to see Just what he did say, and he was, in ay 
opinion, the greatest of the old cryptographers. Incidentally, also he was the 
inventor of what we know as the camera obscura, the progenitor of our modern 
cameras. I think also he was one of the earliest of cryptanalysts able to solve 
a system of hayed substitution, that Is, where the key is changing consistently 
as the message undergoes encipherment. Porta's table was actually used in 
(6.1) official correspondence . Here is a picture of a table that was found among 
the state papers of Queen Elisabeth's time, used for communicating with the 
English Ambassador to Spain. It used Porta's alphabets. 

(5) The next slide I show Is a picture of what cryptographers usually call the 

Vigenere Square or Vigensre Table; a set of twenty-six alphabets successively 
displaced one letter par row, with the plain-text letters at the top of the 
square and the key-letters at the side. Tbs method of using the table is to 
agree upon a hey word, which causes the equivalents of the plain-text letters to 
change according to the earner in which the key changes. Sow, Vigeaere also has 
an interest to me because although he Is commonly credited with having invented 
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that square, he really didn't and, what's mare, never said he did* Here's a 
(5*1) picture of it as It appears la his own hook. It goes considerably beyond what 
the ordinary references say about his table, but X won't go into those 
differences because they're technical and perhaps of no great interest to you 
today. 

the next cryptographer X wish to mention is a Frenchman, Francois Vleta, 
an eminent mathematician! founder of modern algebra. In 1509 he became 
Councellor of Parliament at Tours and then Privy Counselor. While in that job 
he solved a Spanish cipher system using more than 50 characters! so that all the 
Spanish dispatches failing Into French hands were easily read. Phillip XX of 
Spain was to convinced of the safety of his cipher that when he found the French 
were aware of the contents of his letters to the Netherlands , he complained to 
(5*3) the Pope that the French were using sorcery against him. Sere's a slide that shows 
one of the hundreds of ciphers the Court of Spain was then using Vieta was 
called on the carpet and made to explain how he'd solved the ciphers. Here 
is another example of another old official cipher. Here are the alphabets; and 
(3*7) a sliding card, which could be shifted up and down, was used for changing the 
(3.9) hey, or as a means of changing the key. Here is another! called the "two -square 
cipher”, or "two-alphabet cipher"; it involves coordinates* here is one complete 
alphabet and here is another one, the coordinates are used to represent the 
letters. That was actually used in Charles X's time! 1627, in coasnunlcating 
with France and Flanders . 
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2 want to Jump now to the period of the American Revolution, in U.S. 

history. The systems used by the Americana and by the British were almost 

*»• 

Identical! Ur one case, in fact, they 'used the same code book* Here's a list* 

Ciphers 



American ; 

a» Simple monoalphabetic substitution. 

b. Monoalphabetic with variants by use 
of long key sentence ala Xranklln. 

c . Vigenere with repeating key. 

Codes 



a* Dictionaries . 
b. Keybook using words. 
Q . Syllabaries . 



British ; 

aT Sfonbalphabetic substitution, 
b. Vigenere with repeating key. 
0 . Grilles . 



a. Dictionaries. 

1. Batick'e 

2. Bailey's 

b. Small alphabetic 1-part codes 

of 600-700 items and code names, 
o. Ordinary book such as Blacks tone - 
page, line, no. of words in line. 



Miscellaneous 



*. Secret inks . 

b. Grilles 

c. Various concealment methods. 



In addition, cade ar conventional wards were used to represent the names 



of persons and places. The British used code names; 



American Centrals - 



Philadelphia 

Detroit 

Delaware 

Susquehanna 

Indians 

Congress 



Karnes of the Apostles; 
Washington = James 
Sullivan * Matthew 

Jerusalem 

Alexandria 

Bed Sea 

Jordan 

Pharisees 

Synagogue 



X know that there was an American who seems to have been the Revolution's 
one-man MSA, for he was the cipher expert to Congress, and, it is claimed, be 
managed to decipher nearly all, if not all, of the British code messages intercepted 
by the Americans. Of course, the only way in which enemy messages ware obtained 
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In those days vas to seise couriers, knock them out or off, end take the 
messages from them. Rough stuff coopered to getting the material by radio 
(6.31) intercept The next chart shove a picture of a code or "syllabary", as ue 
call It, used by Thomas Jefferson • This syllabary is constructed an the 
so-called two -part principle. This is a portion of the decoding section. 

You will note that the numerical groups are in consecutive order but their 
meanings are at random. They have no alphabetical order at all. It simply 
means that you have to have another section, the encoding section, in which 
the words are in alphabetical order, and their equivalents are in random order. 

This sort of system even today ia in extensive use. Jefferson was an all- 
around genius, and I shall have something to say about him and cryptography 
a little bit later on, I hope. 

I'm sure you've learned as school children all about the disposable and* 

of the American Forces 

treasonable conduct of Benedict Arnold when he vas the Commanding General/ at 
Vest Point, but you probably don't know that practically all his exchanges of 
communications with Sir Henry Clinton, Commander of the British forces In 
America, were In cipher, or in invisible inks . He even used one trick that was 
quite similar to one used as recently as in 1997 by the Russian spy Colonel 
Abel who was arrested in Hew York in June 1957, tried and convicted, and is 
still languishing in a federal prison. The trick was to inclose bits of 
writing in specially-constructed hollow bullets. Here's an interesting slide 



shoving one of Arnold 'a cipher messages , in which he offers to give up Vest 
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it off poet haste to London far solution. But, of courts, Clinton knew it 
was going to take a lot of tine far the message to get to London, he solved 
sad returned to America — and he couldn't afford to wait that long. Nov it 
happened that In his command there vere one or two officers vho fancied them- 
selves to he cryptologists and they undertook to solve the message, a copy of 
which had been made before sending the original off to London. Well, they gave 
Sir Henry their solution— which happened to he wrong and Clinton's operation 
turned out to he rather a dismal failure. The record doesn't say what Clinton 
did to the two amateur cryptologists when the correct solution arrived from 
London weeks later. By the way, you may he interested in learning that the 
British have operated a cryptanalytic bureau ever since the year 154-0, save far 
a few years from about 1850 to 1914. 

There's also an episode 1 learned about only very recently, which is so 

It 

amusing 1 ought to share tlwifisn with you. It seems that a certain British 
secret agent was sent a message in plain Soglish giving him instructions from 
his superior. But the poor fellow was illiterate and had to call upon the good 
offices of a friend to read it to him. What he didn't know, however, was that 
his friend vaa one of Washington's secret agents! 

If interest in cryptology in America wasn't very great, if it existed at 
all after the Revolution, this was not the case in Europe Books on the subject 
ware written, not by professionals perhaps, but by learned amateurs Here's a 
picture of the frontispiece to a book in French dealing with espionage and 
counter -espionage , and it has a section dealing with cryptology. 
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way, of course, aod makes no sense, "but if you read it backwards it makes 
excellent sense; “If I should he in a "boat off Aquia Creak at dark tomorrow, 
Wednesday evening, could you without inconvenience meet me and pass an hour or 
two with me? (Signed) A. Lincoln." X think the President was kidding a hit, 
hut he may have lacked confidence in the official cryptosystems in the same 
way that President Wilson lacked confidence in the codas of the State Depart- 
ment, as can he seen in the slides which X now show. (Nos. 
twenty-five years later, in the days Just before Pearl Harbor, certain high- 
level officers in cur Army lacked confidence in the Army's highest level 
crypt oe y* teas and preferred those of the Navy- -at least, that's what one of 
them said during the Congressional Searings on Pearl Barber. What those 
officers forgot by the time of the investigation, if they'd ever known it to 

begin with, was that the Army and the Navy were both using the very same 

invented 

machine, one hosed upon cryptoprl&elplea jMStftt aA by Army cryptographers, but 

Jointly Army and r 

built /under direction of /Navy cryptographers. 1 

this is a photograph of a page or Wo from the code book and cipher 
system used by the Federal Amy. They had what ia called "route ciphers", 
that is, a matrix with indications of route to he followed in inscribing and 
transcribing the wards of the message. Here's hew you write the massage ini 
the first word, second, third, fourth, fifth, sixth and so forth; then you 
taka than out according to another route. And here the thing is complicated 
by the use at arbitrary equivalents for the names of important people. 
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"President of the U.S " is represented by "Mam" or "Asia". It had too 
equivalents, you see. Here are sane of the names of famous or veil -known 
off leers of that period. I have with me today the couplet? set of cipher 
books used by the Federal Army during that period, and after my talk those 
of you who wish may cose up and examine them, together with certain other 
exhibits , The next slide is a picture of a message sent to General Grant in 
one of those route ciphers. I shall not take time to read it. 

9banxxtecBaaeaB0$teux&xacid^^xxlkXk^^ 

JsxxtiakAfamn&ftftxMktaixitiatfcxxx&ixxxxmKtextakx^^ 

eedaQ&ankxx&DuuMxsea&BBxxIita&xkxxbta 

aaxkxxMyxafiucMarifcxmswsaspaja^^ 

pguiiapsspmdudooBHxjcMkfaH^^ 

atn ri aw «B» M^MMldte3 aiM t B8 y3 OT»^^ 



wmdxttmsMD93Bn 

After the Civil War, or War Between the States, the use of cryptography 
in United States military affairs went into a decline for a long period of 
peace ntxm broken only briefly by the Spanieh-Amerlcan War. In 1885 the 
War Department published a code called "Cede to Insure Secrecy of Telegrams". 

It is a cryptographic curiosity and no tribute to the imagination of the officer 
Who was responsible for its production because he copied almost word for word 
the title page, the instructions for use, and the arraJfPQgent of contents from 



••fSfc* 
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/ 



then Captain Barker Hitt; and the title peg* of a —til brochure by the them 

Lieut. J. 0. Mtuborgne. But the— were almost private venture#; officially, 

as regard* cryptographic preparation*, no new code* were in preparation in 

either Service; no new ciphers were being dressed up; no cipher devices or 

in either Service. 

cipher machine* were being investigated or invented/ As for cryptanalytic 

either Service, and, for that matter, in 
operations — well, there Just were none whatever in /the whole government. A 

institution near Chicago, the River bank Laboratories, 
private re search /M b — a— ay of which I happened to be a member, working in a 

totally different field of science, began studying cryptology and soon certain 

members of the staff ware working on messages sent to the laboratories far study, 
messages which were furnished us 

seat/ by various government departments and agencies in Washington. Most of 

the— messages were solved end returned to Washington, and the staff became 

more and more adept. But mind you this was not even a qua* 1 -governmental agency. 

It was operated as a patriotic gesture and at his own expense by the man who, 

in 1915-1916, as an astute and wealthy business ~man. Colonel George Fabyan, 

foresaw the inevitable entry of the U.8. into the war, wholly unprepared for 

any cryptologic work. The Colonel was right, for on 6 April 1917 the 0.3. , 

almost suddenly it s—aed, declared war on Oermany. Sow did this ecus about? 

Xt came about when it did as the result of a nice piece of cryptanalytic work 
cryptanalytic 

by the British/experts in London. The message first came from the German 
Foreign Minister in Berlin to the German Ambassador in Washington; it was then 
sent on to the German Minister in Mexico City. Here** the message in the form 
la which it was transmitted to Mexlao. X von*t go into the story about how the 
British solved it, for this involved the reconstruction of two rather large codes 
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•aft represented a first-class piece of work. But X do vent to cay « few words 

and about 

about the political effects of the solution, far British cleverness in the 

because it 

handling of the case/is a good illustration of how astute, diplomatically, 
they are, dace As X have already said , it resulted in bring us into the war on 
their side. Sere la the translation of the thing. It was important because 
the ass sage said the Germans were going to resume unrestricted submarine 
warfare and this part, here, dealing with a proposal to be made to Mexico, 
was the straw that broke the camel's back. People in the Middle Vest had been 
very lukewarm toward the Idea of our getting into the War— on either side— 
but when the Germans began talking about returning Texas, Hew Mexico and 
Arizona to Mexico, that was something else again. So, ve got into the war 
within a couple of weeks after the British gave us and we had established the 
authenticity of the translation of "the Zdamermanu Telegram". A year or so 
ago tha telegram and episode was the subject of one of the series of Walter 
Cronkhlte 1 » "Tou Are There" television programs . And a book of almost 250 pages, 
dealing only with that telegram and episode, was published just about six weeks 
ago. X brought a copy with me for you to look at later. 

as a belligerent 

Well, aa X said a few minutes ago, on 6 April 191? ve were in the war/ and 
things began popping, especially in ay own little world at the River bank 
laboratories, jaarftii miiiifamn evfilnn unrsiftihii aaBdxxeabcKrfboCksUxigat We began training 

mere people and doing more solution work- -all paid for by Colonel Fabyan. We 

that dealt with our neighbor on our southern border as well as messages 
had messages to solve/ that dealt with the activates or enemy agents xodcmaAgsamgadbtt 
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There was on rather interesting cu«, la which Z happened to play a 
Minor role. Xa 1916-17 the Germans financed a large number of Hlnduc in their 
attempt* to attr up a rebellion la India, the idea being to cause so such 
trouble in India that the British would be forced to withdraw troops frost the 
Western Front to quell disturbances in India. These Hindus were negotiating 
for the purchase of ares and aaounitlon In the United States and sending then 
over to India. Since the U.S. was neutral, it was against our own laws to 
permit such undertakings against a friendly nation. So the business had to be 
conducted secretly and that is how cryptograms entered into the picture. Here 
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various Militarist* because, these were used, especially for tactical purposes, 
la preference to aode* and code systems, which case as a later development . 
Bore's a picture of the cipher system used and misused by the Russians. Tou 
will note that it is nothing hut the old Vigeaere principle all over again, 
using numbers instead of letters . It represents a case involving only a set 
of 7 or 8 alphabets used repetitively, by a key number, for substitution. 

This was the deciphering table. Russian ineptitude in conwwnl. cations and 
especially in cryptograph y cost then the Battle of Tanneriberg and contributed 
to their being knoc k e d out of the war. The next slide Is a picture of a 
front-lias cipher system used by the Trench. It was a transposition system, 
the ooluaas being here transcribed according to the columnar key; in addition, 
certain disturbing elements cams into the method by taking off the letters in 
diagonals. And here is a picture of the system used by the Italian Amy in 
World War 1. Again, it is only a variation of the old Viganere system. Bare 
is * system used by the Germans; it was invented by them, or, I should say, it 
ma a clever eca&laation of two methods. We called it the ADFGVX cipher 
because the cipher text consisted exclusively of those letters. An alphabet 
la hare, arranged according to same pre-arranged plan, with the coordinates 
AhfGVX; the letters of the message were then replaced by pairs of coordinates; 
for example, the letter R is represented by AG, and so forth. Then a numerical 
key, developed from a key word, is written over the X's, A's and so forth, and 
the letters are then taken out In columns according to the key order. That 
system was a brand new thing in military cryptograph y and caused no end of 
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headaches for the Allied cryptanalyst* until it va* discovered Just how a 

solution could he achieved . The solution was not a general one hut depended 

upon special eases; however, these happened so often that we could hank on 

then occurring practically every day. That cipher system was used by the 

German high c Demand and consequently someone soon discovered that if you made 

transmitted 

a chart based upon Just the number of ABFGrVX messages xtatsaoeptabt? why you 

could discover certain things about the tactical situation and, mare Important, 

in three or four days 

you could, with some degree of assurance, predict what might happen/ at a 

certain sector of the front. Here is an example of such a chart based upon 

the ADFGVX Intercepts. This, gentlemen, is the first illustration that I know 

what we call 

of in history of one of the basic principles of /traffic analysis and traffic 
intelligence (ftcplain chart.) The next slide gives a picture of the sort of 
"communiques" we issued, "Bulletins" we called them, that we put out when the 
ADTGVX messages were read. Here is one of a set of messages, dated November 80, 
1918; of course the war was over by that date, but this gave very detailed am 4 
very important information about the withdrawal of Mhckensea'e army in Roumanla. 
There is the German text and there Is the translation, an interesting and 
authentic message. 

For tactical messages the British and Americans in World War X used a 
method known as the Playfair Cipher, allegedly invented by lord Zyon Playfair, 
but he didn't invent it— Sir Charles Wheatstone invented it. By the way, 
Wheatstone, who is credited with inventing the electrical bridge that is known 
by his name, didn't invent that bridge— a chap named Christy really did. The 



